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Delivering a portfolio of hybrid solutions

3] HashiCorp Cloud Platform

Simplify infrastructure Manage secrets and
provisioning . o protect data
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Reduce risk with Security Lifecycle Management
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secure access to
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MARKET TRENDS

Hybrid Cloud growth requires resilient security

Gy
IT estates moving Proliferation of cloud Increased investor and
from static to providers, tools, regulatory scrutiny on
distributed dynamic and apps exponentially cybersecurity risk

environments increase threats



Secure your hybrid and multi-cloud environments

Safeguard critical
data and systems

/N MANAGING DISTRIBUTED & DYNAMIC
INFRASTRUCTURE

Minimizing your organization's attack
surface while mitigating the risk of
data breaches.

Set and enforce
identity-based security

policy

& CENTRALIZING POLICY FOR CLOUDS,
APPS, AND TOOLS

Managing decentralized security
policies is complex, costly, and hard
to scale.

Achieve compliance
across environments

& MEETING COMPLIANCE STANDARDS

Maintaining a robust security posture
while meeting compliance
regulations.
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How Vault works
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ARCHITECTURE

How Vault works
@

A client provides Clients

credentials (ID) to
Vault requesting
access.

Secret engines
—— Key management
Certificate management
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Cloud
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How Vault works
e

Vault uses Clients

authentication plugins

to validate the client

against the appropriate

trusted third-party

resource, such as Validate
GitHub, LDAP, CSP, or

others.

Secret engines

@ Key management

Certificate management
Static K/V
Database

Cloud

PR

Availability &
performance
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How Vault works
©

Vault grants access Clients

to secrets and

encryption

capabilities by

issuing a token tied

to policies Validate
associated with the

client's identity.
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Secret engines
Key management
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Static K/V
Database
Cloud
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How Vault works
(4]
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How Vault works
9
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How Vault works
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ARCHITECTURE

How Vault works

Secure, scalable access to secrets
and sensitive data across multi-cloud
and hybrid estates.

@ Authenticate and validate using
plugins for popular third-party
identity providers

@ Enforce policy-based access with a
central policy store

@ Gain visibility and control with audit
logging and third-party tools
integration for monitoring and
compliance

@ Authenticate

@ Enable disaster recovery, high
availability, and performance
replication

v
Plug-ins for third party
authentication
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How Vault works

Central policy stoce

Secure, scalable access to secrets K
and sensitive data across multi-cloud -
and hybrid estates. ...

@ Authenticate and validate using
plugins for popular third-party
identity providers

@ Enforce policy-based access with a
central policy store

@ Gain visibility and control with audit
logging and third-party tools
integration for monitoring and
compliance

@ Authenticate

@ Enable disaster recovery, high
availability, and performance
replication

v
Plug-ins for third party
authentication
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How Vault works

Secure, scalable access to secrets
and sensitive data across multi-cloud
and hybrid estates.

@ Authenticate and validate using
plugins for popular third-party
identity providers

@ Enforce policy-based access with a
central policy store

@ Gain visibility and control with audit
logging and third-party tools
integration for monitoring and
compliance

@ Enable disaster recovery, high
availability, and performance
replication

Central policy store

@ Authenticate

v
Plug-ins for third party
authentication

Q Audit

-
Send sudit logs 1o
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How Vault works

Secure, scalable access to secrets
and sensitive data across multi-cloud
and hybrid estates.

@ Authenticate and validate using
plugins for popular third-party
identity providers

@ Enforce policy-based access with a
central policy store

@ Gain visibility and control with audit
logging and third-party tools
integration for monitoring and
compliance

@ Enable disaster recovery, high
availability, and performance
replication

Central policy store
A

=

@ Authenticate
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Plug-ins for third party High - avaitability
osuthentication PR and DR

Send sudit logs 1o

oxternad tools
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How Vault works

Automated workflows for dynamic
credential provisioning, auto-rotation,
and revocation.

@ Secrets engines enable automated
lifecycle management of secrets,
certificates, keys, and data
protection

@ Centralized static secrets
management supporting native
developer workflows with secrets

sync

40« secrets engines for
Hecycle manogement
Central policy store A
A

| © Policy ’ Secret engines

@ Authenticate

v v v

Plug-ins for third party High - avaitability
osuthentication PR and DR

Q Audit
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How Vault works

Automated workflows for dynamic
credential provisioning, auto-rotation,
and revocation.

@ Secrets engines enable automated
lifecycle management of secrets,
certificates, keys, and data
protection

@ Centralized static secrets
management supporting native
developer workflows with secrets

sync

40 « secrots engines for
Hecycle manogement
Central policy store A
A

f B Policy ’ Secret engines

= ] Encryption
@ Authenticate
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decryption, and
tokenzation
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How Vault works

Automated workflows for dynamic
credential provisioning, auto-rotation,
and revocation.

@ Secrets engines enable automated
lifecycle management of secrets,
certificates, keys, and data
protection

@ Centralized static secrets
management supporting native
developer workflows with secrets

sync

40 « secrots engines for
Mecycle manogement

Central policy store A

A
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@ Authenticate

v
Plug-ins for third party
authentication

Secret engines

Encryption
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Automate encryption,
decryption, and
tokenzation



Secure application identities & protect sensitive data

Secure based on least- Centralize & automate Scale security without
privileged access secrets lifecycle sacrificing control

%" SoLUTION %" soLuTIoN %" soLUTION

Grant the minimum level of identity- Automate complex secrets Scale security and across your hybrid
based access required for machines management tasks with centralized estate while meeting strict compliance

across your organization. security policy from one platform. regulations.



USE CASES

Secure credentials across use cases

o

Secrets
lifecycle
management

Protect sensitive data by
discovering, centrally
storing, accessing, rotating,
and distributing dynamic
secrets.

Q

Certificate
management

Generate, rotate, and
revoke certificates on
demand, eliminating
cumbersome manual
processes.

Jo

Key
management

Distribute, rotate, enable,
and disable keys to maintain
centralized control and full
lifecycle management of
cryptographic keys.

9

Data
protection

Protect data in-transit and at
rest by centrally managing
and automating encryption
keys to ensure security
parameters are met.



Current Operational Challenges Mapped

Resiliency

} ©

Lack of DR reduces
availability and makes
the system vulnerable
to outages.

Scalability

Without scalable
architecture,
operational burden
increases as the

organization grows.

RBAC

Manual handling
shows a lack of proper
access controls and
automation around
critical secrets.

Compliance

bl
D
I

Lacking audit trails
and access logs
directly affects
regulatory compliance
readiness.

Governance, risk,
& compliance

",

Unsupported software
introduces
governance and risk
management issues
over time.



Empower teams with Vault's capabilities

Resiliency Scalability RBAC Compliance Governance, risk,
& compliance

- <)
P 1 o B

Disaster Recovery Performance Namespaces HSM integrations SOC Compliance
Automatic Snapshots Replication Sentinel FIPS 140-2 Auditing
Performance Standby Control Groups ISO 24x7 Support

Nodes



@ HCP Vault Radar

Discover unmanaged secrets

HCP Vault Radar leverages 300+ algorithms
to discover sensitive data in Git-supported
version control and collaboration platforms.

Scan diverse data sources

HCP Vault Radar integrates with common
tools including Git-supported VCS, JIRA,
and Confluence.

Remediate leaked secrets
HCP Vault Radar offers customizable

remediation guidance based on secret type. A1 A A
Securing sensitive data Dev

Once sensitive data is identified, HCP Vault
Radar provides functionality to secure data
in Vault.

AR

Production

A AM

Cl
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Secrets engines

Vault secrets engine

Safely store credentials, keys, and other types of
secrets without deploying and managing a
complex key management infrastructure.

e Store secrets with the KV secrets engine to
quickly store and retrieve sensitive

information

e Orchestrate workflows with stored secrets for
creating dynamic credentials (AWS),
certifying transactions (SSH), or privileged
access management (Active Directory)

e Manage access with ACL policies and audit all
transactions via the audit log

e All data is automatically encrypted in flight
(TLS) and at rest (AES 256 GCM)

©2025 HASHICORP
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Secrets sync

Unified workflow

Keep secrets centralized in Vault while syncing
secrets to native platforms and tools such as
CSPs, GitHub, and Vercel.

e FEasy to configure and sync with new interface

e Enable centralized visibility and control using
current workflows with native tools

e Automatically propagate updates in all
destinations

e Currently supports KVv2 secrets engine with
more types coming

©2025 HASHICORP

Write

dWs

A

Read

App
or

User




28

Identity-based access

Authenticate and access different
clouds, systems, and endpoints

Leverage any trusted source of identity to
enforce system and application access.

e Secrets management enables centrally
managing secrets

e Encrypting data keeps application data secure

e |dentity-based access allows easy integration
across systems and clouds

©2025 HASHICORP

L | o—o aws BN 30@

Entity: “Alex” Alex's Authantication Credantials

Vault recognizes Alex's
different authentication
id@ntitsas and creates
credentials dynamically
basad an identity and
®ocass policies



Namespaces

¢ ROOTNAMESPACE = = = = = = = = = @ & @ o @ ;s s s mm o mamamemsmemeesoeeeecseseemee oo soeeeoeemeeememny
m
~ ADMIN E
Namespaces for ma nagement, secure :
multi tenancy : ® =
Create isolated "Vaults within a Vault” that allow for parent TENANT A NAMESPAGE TENANT B NAMESPACE
admins to manage configurations but let teams manage :
their own policies, secrets, and identities. ; = = = =
Enterprise
e Allow teams to self-manage segmented Vault & @ & )
environments with their own auth methods, secret : onT1 Pty MoUNT 1 Py
engines, and policy and identity infrastructures '
e Isolate tenant environments for security and & v & v
Complian Ce MOUNT 2 AUTH 2 MOUNT 2 AUTH 2
e Enforce organizational compliance across isolated

teams

___________________________________________________________________________________

29  ©2025 HASHICORP
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ACL policies and Sentinel

ACL policies and Sentinel

Vault provides the flexibility to easily apply policies to
entities and groups across its unified identity
infrastructure.

e Use ACL policies to control RBAC easily and
logically for multiple credentials and applications
in one line of code

Enterprise

@ With Sentinel, apply additional policies on how
users connect via specific authentication methods
or on accessing specific secrets

@ Apply additional controls requiring multi-factor
authentication (MFA)

©2025 HASHICORP

Vault Authentication — Authorization Flow

Request

Request is
unauthenticated

i Permission denied
Evaluate the token's ACL policies

WA Permission granted

Permission denied
Evaluate the RGPs if applicable Request denied

W& Permission granted

Permission denied
Evaluate the EGPs if applicable

& Permission granted,

Response

A4
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Control groups

Meeting GDPR requirements

Control groups add additional authorization factors to
be required before processing requests to increase
the governance, accountability, and security of your
secrets.

e When a control group is required for a request,
the requesting client receives the wrapping token
in return

e When all authorizations are satisfied, the
wrapping token can be used to unwrap the
requested secrets

©2025 HASHICORP

e Iimplement control groups
o Deploy policies
e Setup entities and groups

EU Cluster

V Vvault

v cor caa (5

3. Approve

93

admin
2, Returns wrapping token
& wrapping accessor
%3 n—
4. Unwrap secrets - e

1. Request to read
Processor “EU_GDPR_data/orders/acct1”
(Bob Smith)

Controller

.
- 2
acct_manager
group

Ellen Wright
{group member)




Secure access - Enterprise MFA

Access governance

Vault Enterprise provides multi-factor authentication
(MFA), enabling path and namespace targeted
granular access.

e Supported types
O TOTP
O Okta
O Duo
O PingID

32 ©2025 HASHICORP



Dynamic secrets

Secure and automated 1. Mount the database secret backend
2. Configure the backend 4. Request a set of credentials
Vault grants tokens for access, not credentials, 3. Create roles * |>.
to ensure least privilege with security and ensure [ * *
admin 5. Returns a new set of credentials

break-glass functionality. o application
L] L 1]

Renewable = frue

e Secret created “just in time” at read time

e Set expiry to ensure that access is
automatically revoked on time

e Revoke outstanding access at will

e Break-glass functionality to halt all access in
critical situations

33  ©2025 HASHICORP
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Dynamic secrets

Example: AWS credentials

e Easily generate time-based credentials

based on your policy

©2025 HASHICORP

25ec-f6ld-c@26ff22106e
lease_duration 768h
lease_renewable true

AKIAJELUDIANQGRXCTZO

joHJMCR7ETNTCqgZmK esEUmk /8FyTg

security_token <nil>»

®
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Ephemeral secrets

Secrets do not persist

Temporary secrets used during terraform
apply are not persisted in the Terraform state.
Secrets can be:

® Consumed at runtime only and never
persisted to Terraform's state, leveraging
Terraform Ephemeral Resources.

@® Safely handled in memory to reduce long-
term exposure.

® Used without creating secret sprawl to
keep your infrastructure code secure and
clean.

©2025 HASHICORP



https://developer.hashicorp.com/terraform/language/resources/ephemeral

Vault-backed dynamic credentials

Centralized credential management

Combine the power of dynamic provider credentials and

HashiCorp Vault dynamic secrets engines. e
@ Authenticate Terraform runs to Vault using JWT/OIDC I Temporary l aws
credential

auth method o

@ Vault generates temporary cloud credentials for AWS, E o o > o s > u
Azure, or Google Cloud olpe .

HCP Terraform Vault Dynamic secrets

@ Secrets are injected into the Terraform agent engine Y

environment for use with providers

@ Credentials are revoked immediately after each run
phase

36 ©2025 HASHICORP



Certificate authority (TLS/SSH, PKI)

Dynamic configurable
architecture

Vault supports a flexible architecture and
hierarchy so it can be configured to work
across your environments. Vault can be
configured as the internal root CA or
intermediate CA.

e Support for multiple root and
intermediate CAs, depending on the
needs of your environment

e Configure to work with existing
external CAs

37 ©2025 HASHICORP
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PKI support for constrained CA

Isolate PKI workloads with
constrained CA's

@® \Vault PKI provides the capability to
configure intermediate CAs with customer
defined constraints (permitted URI, IPs,
excluded DNS...).

@® Enables customers to implement security
best practices, and delegated administration
of PKI.

©2025 HASHICORP

Root CA

Intermediate CA

l l Service mesh control plane

Issuing (?A 1 Issuing CA 2
(constrained) (constrained)
Clusterl.services.cls Cluster2.services.cls
/ \
B B
/ \

Clusterl.services.cls Cluster2.services.cls
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Transit secrets engine

Use the transit secrets engine to handle
encryption, decryption, and
cryptographic signhing

With the transit secrets engine, Vault can enable users and

applications to enable cryptographic workloads without a
key management infrastructure.

e Automate encryption, decryption, and cryptographic
hashing and signing without deploying new
infrastructure

e Quickly create and manage keys (including rotation)
without deploying complex key management servers

e Support AES 256, RSA (2048 and 4096), ECDSA-p256,
ed25519, ed25519PH, chacha20-poly1305, and more

©2025 HASHICORP

Vault !

Databate

Vault
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Vault Agent

Vault Agentis a client daemon that provides the following
features:

Auto-auth: Automatically authenticates to Vault and
manages token renewal for dynamic secrets

API Proxy: Acts as proxy for Vault's API, allowing
applications to communicate with Vault through the agent

Caching: Provides client-side caching of responses,
including newly created tokens and leased secrets,
reducing load on Vault and improving performance

Templating: Renders user-supplied templates using tokens
generated by auto-authentication, facilitating application
secret integration

Process supervisor mode: Runs a child with Vault secrets
injected as environment variables, ensuring secure and
dynamic secret management

©2025 HASHICORP

Agent

Vault

Vv

Legacy app



Kubernetes secrets management

Kubernetes

Instead of sharing credentials and tokens across pods and
services, Vault enables applications and services to authenticate
and request their own unique credentials. Vault also provides a
variety of options for Vault and Kubernetes to securely introduce
secrets into applications and infrastructure. Vault supports the
following Kubernetes integrations:

e Vault-k8s: Provides access to Vault secrets by deploying a
vault-agent sidecar into a Kubernetes Pod

e Vault-csi-provider: Fetches secrets stored in Vault and uses the
Secrets Store Container Storage Interface (CSI) driver interface
to mount them into Kubernetes Pods

e Vault Secrets Operator (VSO) for Kubernetes: More native
method to retrieve and sync Kubernetes Secrets that include
post-rotation updates

4 ©2025 HASHICORP




Kubernetes secrets management

. o« . kubelet
Sidecar agent injector
Enable access to Vault secrets by Kubernetes - Gluster APS
applications that don't have native Vault logic builtin. | ¢
C . JWT Tok

° Allow automatic injection of secrets into the pod oken Auth /K8s /Fole

file system 'y

L KUBERNETES POD [ JWT Token 1

e Allow applications to only concern themselves

with finding a secret at a filesystem path, rather P —

. ey v —
than managing the auth tokens and other
mechanisms Service Mamespace  Sidecar 5o
Account [ Policy Vault

@ J
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Kubernetes secrets management

CSl provider o~

Fetches secrets stored in Vault and uses the Secrets -
Store Container Storage Interface (CSl) driver

interface to mount them into Kubernetes Pods. @ —

e The Vault CSI Provider authenticates with Vault as
the service account of the pod that mounts the Kubermetes master
CSI volume.

e Kubernetes and JWT auth methods are
supported. The pod's service account must be
bound to a Vault role and a policy granting access
to the secrets desired.

e The secretis retrieved from Vault and populated
to the CSI secrets store volume during the
ContainerCreation phase. This means that pods
will be blocked from starting until the secrets have
been read from Vault and written to the volume.

43  ©2025 HASHICORP



Kubernetes secrets management

Vault Secrets Operator for Kubernetes

Using controller-runtime and custom resource definitions
to allow application developers to consume Vault secrets
directly from Kubernetes. The operator ensures Vault
secrets remain synchronized in the cluster.

Supports synchronizing all classes of Vault secrets:

Dynamic: Database credentials, cloud credentials, etc.

PKI: TLS certificates

Vault Secrets Operator

Secret

Static: Key-value

Google auth for Workload Identity on GKE
OpenShift OLM support for instant upgrades Pod

Pod

Pod

Pod

Secret transformation via templating

Instant secret revocation, config updates

44  ©2025 HASHICORP
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Pattern

comparison

Comparison Blog Article

©2025 HASHICORP

Secret
projection

Secret scope

Secrettypes

Secret
templating

Secretsize
limit
Secret
definitions

Encryption

Secret
rotation

Secret
caching

Auditability

Deployment
method

Vaultagent
support

Helm support

Agent Sidecar

Shared memory volume
Environment variable

Global

All secrets engines
(Static and dynamic)

Yes
No limit (both storage types)

CLI/ API/ Ul
Yes (at rest and in transit)

Yes

Yes

Yes

1 shared Kubernetes cluster
service + 1 sidecar container
per application pod

Yes

Yes

Csl

Ephemeral disk
Environment variables
Kubernetes Secrets

Global

All secrets engines
(Static and dynamic)

No

No limit (both storage
types)

CLI/ APl / UI

Yes (at rest and in transit)

No

No

Yes

Daemonset

No

Yes

Vault Operator

Kubernetes Secrets,
Kubernetes Secret
volumes
Environment variables

Global

All Vault secrets engines
(Static and dynamic)

Yes

No limit (both storage
types)

Vault CLI / API

In transit via TLS, at rest **
only if ‘etcd’ storage is
encrypted

Yes

Yes

Yes

Kubernetes
deployment

No

Yes

(¢


https://www.hashicorp.com/blog/kubernetes-vault-integration-via-sidecar-agent-injector-vs-csi-provider
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Availability and resilience

High availability

e Vault can run in a high-availability (HA) mode to
protect against outages by running multiple Vault
servers

e Three types of nodes:

O Active: Reads and writes in a basic cluster
configuration

O Standby: Forwards requests to Active Node in
basic cluster configuration

o Performance standby: Can process read
requests; forwards write requests to active
node. [Vault Enterprise]

e Storage backend must support HA

©2025 HASHICORP

Vault Cluster

Request: 5]
PUT /secret /apikey

Request: D
GET /secret /apikey

Forward Request
(Only Writes)

\ 4

Follower

v

Leader

v

Follower

Replicate Data Replicate Data

8 Integrated Storage B Integrated Storage 8 Integrated Storage

Availability Zone A Availability Zone B Auvailability Zone C



Availability and resilience

Performance replication

Secrets may be accessed from any location, through
one to many replication, which asynchronously PE::';‘,’,‘;;:',‘;"
replicates changes to all of the secondary clusters.

. . V Vauit
Replication occurs for the following: HEP Vot Cust
e Secrets
e Policies

e Secret, auth, and audit backends config

e Access tokens are NOT replicated

Performance
Primary

Performance Replication

]

V Vault

HCP Wl Chuilsr
i US Easi

Note: To comply with GDPR, use Vault's path filters feature to abide by data movements and sovereignty regulations while ensuring performance access

across geographically distributed regions.

47  ©2025 HASHICORP



Availability and resilience

Disaster recovery

. Active
All secrets and access tokens replicated to meet

disaster recovery and business continuity
requirements.

Provides warm standby
DR Replication

Protects against regional/datacenter outage

>
»

A

Replicates everything

Design clusters for HA per region/datacenter

DR Primary DR Secondary
Cluster Cluster

(Active) (Standby)

48  ©2025 HASHICORP
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Availability and resilience

Performance vs. DR replication

Primary clusters

e Stream datato both disaster recovery secondary
clusters and performance replication clusters

Secondary clusters

® In DR replication, secondary clusters do not
forward service read or write requests until
they're promoted and become a new primary —
they essentially act as a warm standby cluster

©2025 HASHICORP

Secondary Primary Secondary
Cluster (B) Cluster (A) Cluster (C)
Perfarmance DR
_ Replication Replication
. |

Replicated content, consistent across Vault clusters:
= Access Control Policies

= Secret Configuration (kv secrets, transit keys, etc)
= Authentication Methods

- Audit configuration

Service tokens and
leases valid for
cluster B

Service tokens and leases
valid for clusber A& C
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Audit logs

Monitor events for security and
compliance across infrastructures

With Vault's audit log, monitoring secret access
across multiple clouds and environments is easy and
automated.

e Push audit logs to syslog, file, or socket for easy
consumption by SIEM or log management
software

e One schema for all cloud environments and
applications

©2025 HASHICORP
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Monitoring integrations

Splunk

An application is available in Splunkbase to easily
extract metrics and provides the following
dashboards:

e Cluster summary

Operational metrics

Usage metrics

Audit log interpretation

Backend storage

©2025 HASHICORP



Monitoring integrations o
v Vault n

Datadog - S

Datadog provides monitoring with 700+ turnkey
integrations, sophisticated alerting, and log analytics.

You can automatically: 1 e

e Detect potential security threats B m ' 1

e Correlate data across your stack

e Track long-term performance trends 100 14

100 s token

52 ©2025 HASHICORP



Monitoring integrations

Grafana

Preconfigured Grafana dashboards can be
integrated with HCP Vault or Vault Enterprise to
monitor:

UNSEALED

e Number of secrets in KV storages

e Operations in KV storages

e Number of tokens by different types
e Operations with tokens

e Memory usage by Vault

e Requests to Vault

53 ©2025 HASHICORP



Advanced Data Protection

Advanced Data Protection (ADP) is a Vault Enterprise/HCP
Vault Dedicated module focused on advanced data
transformation and securely connecting to, controlling, and
integrating with advanced encryption keys. ADP is
comprised of three main components:

e Transform secrets engine
e Key management secrets engine (KMSE)

e Key management interoperability protocol secrets
engine (KMIP) Requires the following licenses

@ Vault Enterprise + ADP
@® HCP Vault Dedicated Plus

54  ©2025HASHICORP



Transform secrets engine

Vault's transform secrets engine supports a broad
range of capabilities to meet advanced data security

requirements.

e Format-preserving encryption

e Tokenization

e Data masking

55 ©2025 HASHICORP
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Key management secrets engine

The Vault key management secrets engine (KMSE) aws
provides distribution and lifecycle management features
for cloud provider keys.

Currently, it manages keys for the following cloud
providers:

e Amazon AWS KMS A

e Azure Key Vault
e GCP Cloud KMS

56 ©2025 HASHICORP



Key management interoperability protocol

KMIP support

The KMIP secrets engine allows Vaultto act as a KMIP _ KMIP role _ _—
KMIP server for clients that retrieve cryptographic > [requesi| KMLF;L‘:::"“' restrictions Managed Objects
keys for encrypting data via the KMIP protocol. KMIP clignt e ———

Support four fundamental operations.

Y

¢ Import - Imports a managed object into Vault [> }m% Vault AP1 Listener Va;:;’:gcy N
. s Lo 00 Roles, Creds
e Query - Displays Vault's capabilities as a KMIP Vault client — —
server WV Vault

e Encrypt - Performs an encryption operation on
the provided data

e Decrypt - Performs a decryption operation on
the provided data
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